FERRYCOUNTY
RESOLUTION NO. 2015-19

COUNTY USE Of SOCIAL MEDIA
PERSONAL USE OF SOCIAL MEDIA

WHEREAS, pursuant to the provisions of RCW 36.32.120(6), the Board of County
Commissioners of Ferry County (hereinafter sometimes referred to as the "Board") has
the care of County property and the management of County funds and business; and

WHEREAS, the Board is interested in assisting Departments and their employees with
guidelines regarding the use of social media formats; and

WHEREAS, the Board of Ferry County Commissioners constitutes the legislative
authority of Ferry County and desires to approve and adopt the policy as being in the
best interest of Ferry County; and

NOW, THEREFORE, BE IT HEREBY RESOLVED by the Ferry County Board of County
Commissioners shall implement the attached policy for the authorization, distribution,
control, implementation and administration of social media usage by Ferry County
Elected Officials, Department HMeads and employees as follows:

FERRY COUNTY
SOCIAL MEDIA GUIDELINES FOR USE

PURPQOSE:

The purpose of this policy is to provide employees with reasonable guidelines for posting
information on social media outlets to allow information to be released to the public which is
pertinent and productive to our public safety function. These guidelines are not meant to be all
inclusive but more to provide direction in the type, format and timeliness of providing information
to the public at large. This policy establishes standards for the use of social media to further the
goals of the County and the mission of its departments, where appropriate.

SCOPE:

This policy applies to all employees, departments, multi-member boards, bodies created by
official actions, and any subcommittees thereof, which are acting on behalf of the County. The
policy governs the use of various forms of social media to disseminate information to the public.
Social media is not to be used as a mechanism for conducting official county business such as
making policy decisions, providing formal public notice, or discussion of topics of legal or fiscal
significance that have not already been released to the public.

GENERAL RESTRICTIONS:

The use of profanity, insults or any other statement of a derogatory nature is strictly forbidden.
Any violation of this will result in the immediate removal from social media activities and may,
depending on the nature of the comment and potential or actual impact to the County, result in
reprimand, suspension or termination as deemed appropriate by the Appointing Authority.
Information must be posted in a timely manner and any posting which is not of current or
upcoming events reflects poorly on the County as a whole.
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SPECIFIC RESTRICTIONS:

The use of private and or specific information is not allowed without administrative approval on
law enforcement matters. This is of course depending on the circumstance. A wanted subject or
missing person we are seeking assistance from the public in locating is an appropriate piece of
public information. Height, weight, description etc. is always allowed UNLESS an investigating
officer has specific reason to withhold said information. No law enforcement media releases
regarding identified persons should be done without the approval of the investigating officer.

No personal health information shall be provided via social media whatsoever, HIPAA laws
protect the privacy of medical patients.

. Specific private addresses are to be avoided in posting social media updates. intersection, mile
marker and landmarks should be used for descriptions. If a specific address is needed, seek
supervisor approval before publishing it.
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1.0 GENERAL
The purpose of this policy is to define the individual and departmental responsibilities for the

acquisition and use of the County’s social media and personal use of social media.

2.0 DEPARTMENTS/OFFICES AFFECTED
This policy shall apply to all County departments.

3.0 REFERENCES
Ferry County Policies and Procedures
Depariment and/or Office Procedures

4.0 DEFINITIONS
For this policy, the following definitions apply unless the context clearly indicates otherwise:

4.1 County: means Ferry County, unless otherwise specified. All references to specific
departments of elected officials are to Ferry County depariments and elected officials,
unless otherwise specified.
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4.2 County resources: any information, data, financial, service, software, equipment
(County-issued cell phones, personal computers, laptops, etc.) or other property or
resources under the employee's official control, direction, care and custody or to which
he/she has access.

4.3 "Social media": Social Media but is not limited to, the following methods to disseminate
information: blogs, micro blogs, wikis, social networking sites, multimedia sharing sites,
bulletin boards, and any platform that allows for the creation of a public profile and direct,
and unfiltered two-way communications with the public outside the County's regutar email
system.

4.4 "Proprietary property” includes any images, recordings or other representations of County
symbols, County marked equipment or uniform if applicable, Logo’s, trademarks or other
County intellectual properties.

4.5 Appointing Authority: the non-elected appointed employee designated by the County who is
Responsible for the direction and operation of one or more departments of the County and
who is empowered to appoint or remove employees subject to the provisions of this
manual. The elected official who indicates acceptance on the Social Media Acceptance
form will also be considered an Appointing Authority.

6.0 POLICY

5.1 The County reserves the right to restrict or remove any content that is deemed in violation of
this social media policy or any applicable law.

5.2 Social Media is an evolving part of public communications efforts, and Ferry County
supports using blogs, Twitter, Facebook accounts, etc. to further enhance the County's
outreach and provide an additional avenue to disseminate public information to
constituents. Social media's immediate reach creates a demand for thoughtful use and
dissemination of information.

5.3 Elected Officials and/or Department heads must approve the creation of social media
accounts within their Department and designate specific staff members to maintain the sites.
The Appointing Authority andfor designee also are responsible for monitoring appropriate
use of the sites by their employees.

5.4 Ferry County website (www.ferry-county.com) will remain the County's primary and
predominant internet presence. Ferry County encourages the use of social media sites as a

means {o:
a) Disseminate time-sensitive or emergency information as quickly as possible to a
broad audience; and
b) Promote, announce, and address the County's available services to the public;
and
c) Provide the public with an additional means to explore an open and transparent

government platform.

5.5 Social media sites should contain links directing users back to the County's official Web
sites for in-depth information, forms, documentation or any online services necessary to
conduct business with Ferry County.
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5.6 All communications between the County and members of the public are subject to public
disclosure under chapter 42.56 RCW. This must be clearly displayed to all site visitors.

5.7 If comments or feedback are enabled, the site must not restrict the public's First Amendment
rights of free speech. Comments should be addressed or returned directly and privately, not
in a public forum. No comments or feedback may be removed by the social media site
administrators without prior consultation with County legal counsel.

5.8 Commissioners, Officials and members of Boards should not comment or otherwise
communicate with each other on any County Social Media site; participating in online
discussions may constitute a meeting under the Open Public Meetings Act.

5.9 No social media site may endorse or recommend any specific commercial activity or
vendor. This includes "friending,"” "liking,” "linking," becoming a "fan,” "watching," or
"following" any nongovernmental entities. Other government sites and some non-profit
entities may be mentioned and linked on the social media site, but only to the extent they
are organizations directly related 1o county services or the conduct of government.
Endorsing or appearing to endorse private citizens, political groups or commercial profiles
is expressly disallowed.

5.10 No content or comments shall be posted on any County Social Media sites on behalf of the
County unless specifically pre-authorized by the Appointing Authority or designes.

5.11 Main profile photo shall be the standardized Ferry County logo or standardized department
logo (if already identifiable with the department).

5.12 Employees designated to write, post, and respond to items on social media sites act as
additional public spokespersons for their department, Office, and Ferry County. The
County expects those employees to adhere to best practices and to use common sense
when using online outreach and community building. Employees must always remember
that professional and personal lines can easily blur online, and at all times, they are
representing their employer in their online interactions, not themselves.

5.13 All approved uses of social media must be reported to the effected county department
Appoeinting Authority, who will maintain an overall knowledge of such sites content.

5.14 Departments or programs without social media accounts are encouraged to use the
general County website.

5.15 Employees are expressly forbidden to misuse any Social Media access privileges in any
way that may include, but are not limited to:

a. Using Social Media accounts for unlawful activities, including violations of copyright
law, or for activities that are malicious or have a harassing effect on other users.

b. Violating the acceptable use policies of any network to which they connect to the
account.

c¢. Misrepresenting the County’s brand, programs or policies in their communications.
6.0 PROCEDURE
6.1 Employees must get approval from their Appointing Authority prior to creating a social
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media account for work-related purposes.

6.2 Some comments to County posts will need an answer. The answer needs to be timely and
accurate.

6.3 Respect the account's audience and the County’s workplace rules. Anything that is not
acceptable in the workplace is not acceptable online; for example: personal insults and
obscenities, ethnic slurs, etc. Do not engage in topics that may be considered objectionable,
inflammatory or derogatory.

6.4 Social media is subject to record retention requirements as set by state law.

7.0 RESPONSIBILITIES

The Ferry County Board of County Commissioners (BOCC), in cooperation with the Human
Resources Department, along with the Appointing Authority, are responsible for administering
this policy.

8.0 DISCIPLINE & ACCOUNTABILITY

8.1 Employees should ensure that any comments they make on matters of government policy
are appropriate to their agency roles, professional, and respect the need to maintain
politically neutral County services.

8.2 Comments made on behalf of Ferry County on social media sites containing any of the
following forms of content shall be prohibited:

a) Comments unrelated to the subject matter of the forum, and/or links to material
not directly related to the discussion.

b) Comments in support of or oppaosition to political campaigns or ballot measures.

c) Profane language or content which is unprofessicnal.

d) Content that promotes, fosters, or perpetuates discrimination on the basis of

race, creed, color, age, religion, gender, marital status, status with regard to
public assistance, national origin, physical or mental disability or sexual

orientation.

e) Sexual content or links to sexual content.

f) Solicitations of commerce.

g) Conduct or encouragement of illegal activity.

h) Information that may tend to compromise the safety or security of the public or
public systems.

i) Content that violates a legal ownership interest of any other party.

Employees must conduct themselves at all times as representatives of Ferry County. Violations
of this policy may subject the employee to discipline up to and including termination pursuant to
current County Policies.

9.0 PERSONAL USE OF SOCIAL MEDIA

PURPOSE

To ensure that use of social media among employees of Ferry County is consistent with County
policies, all applicable laws, and the individual user's job responsibilities. This policy is not
intended to restrict employees from engaging in free speech or protected concerted activity,
including discussing their wages, hours and working conditions with other employees.
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SCOPE
This policy applies to all Elected Officials, Department Heads, employees, and volunteers of
Ferry County offices.

Responsibility
Ultimately, you are solely responsible for what you post online.

Befare creating online content, consider some of the risks and rewards that are involved. Keep
in mind that any of your conduct that adversely affects your job performance, the performance
of co-workers or otherwise adversely affects members of the public, customers, suppliers,
people who work on behalf of Ferry County or Ferry County's legitimate business interests may
result in disciplinary action up to and including termination.

Know and follow the rules

Ferry County does not discourage employees from engaging in social media activities; however
the use of proprietary property (see 4.4) privately is strictly regulated.

Carefully read these guidelines in addition to County Policies on Employee Responsibilities and
Conduct, the Use of County Equipment and Resources, Violence in the Workplace,
Harassment, Including Sexual Harassment, and ensure your postings are consistent with these
policies.

Inappropriate postings that may include discriminatory remarks, harassment, and threats of
violence or similar inappropriate or unlawful conduct will not be tolerated and may subject you to
disciplinary action up to and including termination.

Be respectful

Always be fair and courteous to fellow co-workers, customers, members of the public, suppliers
or people who work on behalf of Ferry County. Also, keep in mind that you are more likely to
resolve work-related complaints by speaking directly with your co-workers or supervisor than by
posting complaints to a social media outlet.

Nevertheless, if you decide to post complaints or criticism, avoid using statements,
photographs, video or audio that reasonably could be viewed as malicious, obscene,
threatening or intimidating, that disparage customers, members of the public, associates or
suppliers, or that might constitute harassment or bullying.

Examples of such conduct might include offensive posts meant to intentionally harm someone's
reputation or posts that could contribute o a hostile work environment on the basis of age, race,
gender, disability, religion or any other status protected by law or company policy.

Be honest and accurate

Make sure you are always honest and accurate when posting information or news, and if you
make a mistake, correct it quickly. Be open about any previous posts you have aitered.

Remember that the Internet archives almost everything; therefore, even deleted postings can be
searched. Never post any information or rumors that you know to be false or misleading about
Ferry County, fellow co-workers, members of the public, customers, suppliers, or people
working on behaif of Ferry County.
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Post only appropriate, respectful and pre-approved content

Maintain the confidentiality of Ferry County's confidential information. Do not post internal
confidential communications.

Express only your personal opinions. Never represent yourself as a spokesperson for Ferry
County. If Ferry County is a subject of the content you are creating, be clear and open about the
fact that you are an employee and make it clear that your views do not represent those of Ferry
County, fellow co-workers or peopte working on behalf of Ferry County.

Do not post information on behalf of Ferry County. Examples may include but not limited to job
openings, advertising, contractor information, personnel information, etc.

If you do publish a blog or post online related to the work you do or subjects associated with
Ferry County, make it clear that you are not speaking on behalf of Ferry County. it is best to
include a disclaimer such as "The postings on this site are my own and do not necessarily
reflect the views of Ferry County."

Using social media at work

Refrain from using social media while on work time or on equipment we provide, unless it is
work-related as authorized by your Appointing Authority or consistent with County Official Use of
Social Media Policy. Do not use Ferry County email addresses to register on social networks,
blogs or other online tools utilized for personal use.

Retaliation is prohibited

Ferry County prohibits taking negative action against any employee for reporting a possible
deviation from this policy or for cooperating in an investigation. Any employee who retaliates
against another employee for reporting a possible deviation from this policy or for cooperating in
an investigation will be subject to disciplinary action, up to and including termination.

Media contacts

Employees should not speak to the media on Ferry County's behalf without first being
designated by their Appointing Authority to do so. if you have questions or need further
guidance, please contact your HR representative.

Protected speech

Employees have a right to engage in protected speech but the line when speech is protected is
not always clear soc employees should error on the side of caution. For example, speaking as
an individual citizen (not an employee) regarding a topic of public concern is protected but the
protection is lost if the speech is as an employee regarding private personnel issues (such as
complaining about supervisor) or an employee's specific job duties.

Political Speech on the other hand, is highly protected speech. However, employees are
prohibited from directly or indirectly using their official authority to coerce, command or advise
another employee to pay, lend or contribute anything of value to a political party, committee,
organization, agency or person for political purposes.
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Additional rights of employees regarding personal communication using social media arise
when the speech falls within a "protected concerted activity". This form of communication deals
with speech with other employees about wages, hours and working conditions but is
unprotected when communicated solely for personal concerns and only on behalf of an
individual, For example, individual speech and activities that do not induce group action
constitute unprotected speech as concerted activity because it is merely individual complaining.

Any proprietary property which is to be used on non-County social media or website may only
be provided without redaction with the express written consent of the Elected Official managing
the effected information. Employees may submit awritten public information request for the
desired information and have it subject to the same redaction process as the general public in
lieu of written consent of the aforementioned Elected Official.

Public disclosure of personal social media

As the law of public disclosure is always evolving, employees should be aware of the potential
for public disclosure of social media postings on their private pages. If an employee discusses
their county work on personal social networking accounts or websites, their posting may be
subject to public disclosure laws in the event a social media posting comes into the possession
of the County prior to a public disclosure request; these posting then may be subject to public
disclosure.

ADOPTED THIS 10" DAY OF AUGUST 2015.
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NATHAN DAVIS, Member
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